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1. EXECUTIVE SUMMARY 

 

Transaction Laundering (TL) is a method where launderers successfully make use of the digital payment system 

to launder funds using stolen credit cards, prepaid cards, digital wallets and virtual currency. The transactions 

created by the launderer are merged with the millions of genuine merchant transactions (either by colluding 

with the merchant or by making use of the merchant’s payment gateway unknowingly) which makes 

transaction laundering very difficult to detect. 

The payments network consists of various parties such as cardholder or customer, merchant (either in store 

or online), acquirer or merchant bank, card network, cardholder’s bank or Issuing bank. Many different parties 

involved in the network, complexity of the transactions and the speed with which the payments are processed 

makes it very convenient for launderers to disguise illicit payments across different currencies and 

geographical regions also called layering.  

The anonymity which the new payment systems provide for the money launderers is one of the major factors 

for this method of laundering becoming very popular. The acceptance of digital wallets, mobile payments and 

cryptocurrency (Bitcoin, Ethereum etc) by some of the merchant sites and payment service providers have 

provided the launderer with more choices to launder money. 

This White Paper focusses on how TL works with some real-life cases of TL, expounds AML Risk Mitigation 

techniques for TL and offers solutions for combating TL. 

2. BACKGROUND 

 

The rise of many fintech companies making processing of online payments faster, the adoption of digital 

currency as value transfer for goods and services and change in consumer behaviour with more dependence 

on online shopping (avoiding face to face purchases from in-store) has created a lucrative ecosystem for 

money launderers to thrive. 

The quick On Boarding and CDD process established by the Payment Service Providers and Acquirers are made 

use of by merchants to open numerous accounts which can then be used to launder money by money 

launderers. 

At the end of 2016, Ever Compliant, a solution provider in this space, performed a study to understand the 

revenue generated from online sales via transaction laundering which amounted to US$155 billion in USA 

alone.G2, another service provider has found out that an average of 1.5 percent of a client’s portfolio 

contained illegal or unknown websites. 
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As e-commerce continues to evolve and many consumers are starting to use the digital currency as a way of 

payment it is necessary for Merchant Acquirers and Payment Service Providers to undertake necessary risk 

mitigations to limit their funds reaching money launderers and terrorist organizations. 

3. KEY PARTICIPANTS IN THE PAYMENT SECTOR 

 

There are four main participants in each payment transactions which are – 

• Acquirer or Acquiring Financial Institution:  The acquiring financial institution, also called the merchant 

bank, is the financial institution which maintains the merchant account. The acquirer bank engages in 

a contract with the merchant, which helps to process credit card and debit card transactions. 

• Payment Card Network Operator (card network): The payment card network operator provides the 

network and technology support to the connected parties for processing the payment transactions. 

The global payment network operators are Visa, Mastercard, JCB etc. Each card network settles the 

net amount of the day’s transactions among all its member financial institutions using payment 

systems as ACH (Automated Clearing House).  

• Issuer or Issuing Financial Institution:  The Issuing Financial Institution is responsible for issuing the 

credit and debit cards to its customers and for debiting the accounts of the customers for purchases 

made with those cards. 

• Payment Gateway:  A payment gateway is an intermediary in a payment which is a merchant service 

provided by an e-commerce application acting as a secure way for customers to enter their payment 

information including credit and debit card information. 

Some examples of Payment Gateway providers are – Amazon Pay, Pay Pal, World Pay 
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4. TRANSACTION LAUNDERING (TL) 

 

 

Transaction Laundering (TL) or Undisclosed Aggregation or Undisclosed Factoring is a method by which money 

launderers use an approved merchant’s payment credentials to process payments for an unknown business 

such as illegal pharmaceuticals, counterfeit products, illicit pornography etc. 

TL can occur in various ways, but the most common sources are - 

Front Companies:  The companies which have the characteristics of legitimate business and which meet the 

KYC and CDD requirements of a Financial Institution and are used as shields for illegal activities and illegal 

funds.  

Example: Here the Payment service provider and the Acquiring Institution is unaware of the actual party to 

whom they are processing the transactions since the known merchant is acting as a ‘Front’ for illegal business 

which is High risk.   

 
Source :(https://evercompliant.com/wp-content/uploads/2018/10/EC_How-to-Prevent-Transaction-Laundering_2018.pdf) 

Pass Through Companies: These are legitimate companies which have a legitimate payment relationship with 

financial institutions but allow criminals to send the transactions through their payment network by colluding 

with them or their payment systems are exploited by the criminal network without their knowledge. 

Example: 

 
Source:(http://www.austreme.com/en/what-is-transaction-laundering/) 

https://evercompliant.com/wp-content/uploads/2018/10/EC_How-to-Prevent-Transaction-Laundering_2018.pdf
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Here the illegal merchant site makes use of the payment systems of the contracted merchant for processing 

the transactions. This can happen with the knowledge of the contracted merchant (collusion) or in certain 

cases the contracted merchant can also be victim of fraud.  

Funnel Accounts: Funnel Accounts are payment accounts of legitimate business companies who process 

payment transactions for multiple merchants where some merchants are not having a merchant processing 

account. However, the merchant may be involved in illegitimate business and the credit card payments are 

funnelled into the payment processing engines of legitimate companies.  

5. HOW TL WORKS 

 

Case study 1- Airbnb entangled in transaction laundering scandal     

Airbnb Inc is an American online marketplace and hospitality service brokerage company. The company offers 

non-traditional, traveller friendly alternative to hotels and lodging, both short term and long-term rental 

options of people’s apartments and homes with reasonable rates and a variety of amenities. 

The company commands the online hospitality market, with more than 3,000,000 lodging listings in 65,000 

cities across 191 countries. But herein lies the crux of the problem: with a seemingly immeasurable number 

of transactions happening worldwide in a clickable instant, doors are left open for criminal activity. 

The story which was exposed by The Daily Beast url:( https://www.thedailybeast.com/inside-airbnbs-russian-

money-laundering-problem) explains how Russian scammers are leveraging Airbnb’s platform to launder 

money from stolen credit cards.  

Modus Operandi: 

The Russian scammers work with complicit hosts through underground, online forums to set up fake Airbnb 

listings. When the bookings are processed through Airbnb, no one stays at the accommodation; instead the 

two parties split the payment and create false end of stay reviews to end the transaction.  

Case Study 2- Uber ghost rides are linked to online money laundering 

Uber Technologies Inc is an American multinational transportation network company offering services that 

include peer to peer ride sharing, ride service hailing, food delivery and bicycle-sharing system. 

 

 

https://www.thedailybeast.com/inside-airbnbs-russian-money-laundering-problem
https://www.thedailybeast.com/inside-airbnbs-russian-money-laundering-problem
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Modus Operandi: 

A money laundering client seeks out and hires complicit Uber drivers who accept false ride requests at pre-

established rates. Laundering large amounts is made simple by hiring multiple drivers and increasing the 

volume.  

Then, after Uber takes its standard cut from the “ghost rides”, the complicit drivers distribute their earnings 

to the operator of the laundering scheme. The operator takes the cut and passes the clean money to the 

money laundering client.  Refer url:(https://thenextweb.com/contributors/2018/03/18/uber-ghost-rides-

linked-online-money-laundering/) 

The case study 1 and 2 is connected to how criminals are abusing online platforms. 

The online marketplaces such as Airbnb and Uber provide a more convenient way to launder money since – 

• No/very less regulatory oversight on online marketplaces 

• The modus operandi in both cases had a common factor – complicit hosts & complicit drivers who act 

as ‘Front’ shielding the money laundering client. 

• The online platforms are global reaching and hence it is easy to transfer value cross borders 

• There is no reason to create a fake business or entity or to deal with real or fake goods. 

Case study 3 - Islamic State using eBay and PayPal to channel money to the US 

Mohamed Elshinawy was arrested by FBI in 2016. The FBI claims that Elshinawy sold computer printers on 

eBay as a Front in order to receive the payments through PayPal. 

Elshinawy received $8,700 from ISIS, including five PayPal payments from senior ISIS official Siful Sujan through 

his technology company. Those funds were used to buy a laptop, a cellphone, and a VPN to communicate with 

IS, according to the affidavit. Sujan was killed in a drone strike in 2015. 

Modus Operandi: 

The individual set up a front business of selling computer printers to disguise the links to terrorist funds, he 

exploited the online payment network by using otherwise legitimate front business. The funds generated were 

used for the purpose of terrorist financing and communication with terrorist organizations.  

Refer url:( https://www.theverge.com/2017/8/11/16130154/islamic-state-ebay-paypal-money-us) 

 

 

 

 

https://thenextweb.com/contributors/2018/03/18/uber-ghost-rides-linked-online-money-laundering/
https://thenextweb.com/contributors/2018/03/18/uber-ghost-rides-linked-online-money-laundering/
https://www.theverge.com/2017/8/11/16130154/islamic-state-ebay-paypal-money-us
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Case study 4 – Charlie Hebdo Terrorist Attack – Paris January 7th 2015 

The terrorists involved in the Charlie Hebdo terrorist attack were Amedy Coulibaly ,  Said and Cherif Kouachi. 

The terrorists had an arsenal of weapons worth €25,000 for the attack. 

 

Modus Operandi: 

The modus operandi describes the chain of funding for the terrorist attack. 

Cherif Kouachi bought €8000 of counterfeit items mostly consisting of Nike Shoes, which he procured from 

China via Western Union and sold in France Online.  These terrorists were also involved in selling drugs online 

before selling counterfeit items.  

Refer url:( https://www.finextra.com/blogposting/13558/when-transaction-laundering-finances-terror) 

 

The case study 3 and 4 is connected to show how online platforms such as PayPal and eBay are abused by 

terrorist organizations. 

The online marketplace provides a readymade platform for selling counterfeit items since there is lack of 

regulatory oversight on the items sold. 

• In both the examples cited in the case studies 3 &4, the money laundered through online platforms 

(TL) were used for purchase of weapons/ or funding of terrorist organizations.  

 

In this era of digital payments and e-commerce, it is very easy for criminals to open fake websites and sell 

illegal goods on credible and global marketplaces and their transactions can go unnoticed among the different 

transactions happening in such online marketplaces. 

 

Case Study 5- Backpage.com – Human Trafficking and child exploitation 

Backpage.com which was an online classified advertising company in US is charged with facilitating human 

trafficking, child exploitation and money laundering charges.  

 

Modus Operandi: 

Sex traffickers have made use of online advertising sites such as Backpage.com to promote human trafficking 

and for child exploitation. The website facilitated prostitution and human trafficking via its “Escort” ads 

category. 

https://www.finextra.com/blogposting/13558/when-transaction-laundering-finances-terror
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                                     Source:https://macmember.org/library/public/2018%20MAC%20Conf%20TransLaundering.pdf 

 

The online credit card processing websites such as PayPal, Flint, CyberSource obtain merchant accounts where 

merchant can fund the account through credit cards and used the credits to purchase Backpage Ads. 

The Ads which contained some words related to prostitution and other child trafficking words were manually 

edited by ‘moderators’ who worked at Backpage.com or the software maintained by Backpage would alert the 

individuals posting the ads to edit some prohibited words.  

The cleaned ads would then be posted on Backpage.com adult content. The payments received from this kind 

of services would go into the card statement showing a fake tech support or clothing company and this helped 

Backpage.com launder millions of money through banks initially and the site later used cryptocurrency to 

launder money.  

The analysis of this case reveals to us that – 

 

• Individuals indulging in human trafficking and child exploitation make use of sectors which are least 

regulated such as Backpage.com for promoting prostitution and child trafficking. 

• The site acted as a ‘Front’ for such illegal businesses and wilfully allowed the editing of such ads and 

published such ads in the adult content knowing well the intent of the ad. 

• The company Backpage.com laundered money received as payments from such ads by using 

numerous shell companies to evade banks monitoring and later used cryptocurrency to launder funds. 
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• The acquirers and the card brands associated with such sites are at risk since they would have 

unknowingly processed the payments without an idea of the illegal business which the merchant has 

been involved in. 

 

Case study 6- Fraud and Transaction laundering – Amazon Book Sales 

Recent cases of money laundering indicate launderers employing new techniques to evade reporting 

requirements and make effective use of online platforms to launder funds.  

 

Modus Operandi: 

Identity theft is a new form of fraud technique employed by money launderers.  

This kind of a fraud emerged when Patrick Reames, an American author was sent a 1099 Tax form by Amazon 

which claimed that he had made $24000 in 3 months by selling a book on the online portal. 

However, Patrick Reames had not published this book, and someone had used his identity and social security 

number to create a book and made use of the self-publishing site CreateSpace to publish the book through 

Amazon. 

Considering the reason that Amazon is a global portal with sales in different countries, it is very easy to launder 

funds by this method into any currency. 

 

 

 

            Source:url:(https://macmember.org/library/public/2018%20MAC%20Conf%20TransLaundering.pdf) 

 

In this method of money laundering, the criminals can make use of synthetic identity or identity theft to create 

a legitimate account in the names of other individuals so that they can circumvent the screening process. 
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Case study 7-Reuters Uncovers Fake Websites Used To Process Gambling Payments 

Online Gambling is illegal in different countries. Many card companies also do not process transactions for 

online gambling. 

This is a case of transaction laundering where many of the smaller online portals selling household articles 

were used to open accounts with Payment Processors and Acquirer Banks to illegally convert the proceeds of 

online gambling. Refer url: ( https://www.pymnts.com/news/security-and-risk/2017/reuters-uncovers-fake-

websites-used-to-process-gambling-payments/) 

 

Modus Operandi: 

Online stores purporting to sell assorted household goods are being used as a front to collect internet gambling 

payments. Seven “dummy” sites operating in Europe pretended to sell DVD cases, fabric, flags, gift wrap, maps, 

mechanical tape and pin badges, among other items. The sites were elements of a multinational system aimed 

at hiding payments for the $40 billion online gambling industry 

 

The websites involved in the Reuters-revealed scam held payment codes for household items, but no products 

were delivered. The staff answering phone calls for the websites in question provided aid in processing 

gambling payments, mainly for U.S. citizens. 

 

6. TL – AML RISK MITIGATION TECHNIQUES FOR MERCHANT SERVICE & ACQUIRING 

INSTITUTIONS 

 

Merchant Service Providers and Acquiring Institutions employ various fraud prevention techniques to identify 

credit card frauds. But these processes are not enough for identifying and mitigating the risk of transaction 

laundering. 

 

The Merchant Service Providers and Acquirer Banks should have in place: 

• Ongoing KYC Refresh and CDD on boarding policies for the merchants opening accounts with them. 

They would have to ascertain the type of products/services the merchant supplies (Nature of Business 

of the Merchant), amount of sales happening with merchant(size of transactions & volume), the kind 

of geographic locations the merchant caters to and if the merchant operates the business from a brick 

and mortar location or through ecommerce websites. 

• Identify the beneficial owners of the merchant and check if the beneficial owners had been involved 

in maintaining any other business or are maintaining any other e-commerce websites. 

https://www.pymnts.com/news/security-and-risk/2017/reuters-uncovers-fake-websites-used-to-process-gambling-payments/
https://www.pymnts.com/news/security-and-risk/2017/reuters-uncovers-fake-websites-used-to-process-gambling-payments/
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• Check if the website maintained by the merchant reflect the products which the merchant has 

mentioned in the CDD form. Perform vetting of the website and identify the server locations of the 

website to identify that the merchant is not operating more than one website from the same location. 

• Keep a watch on the kind of payment methods which the merchant accepts for the services and if it 

involves cryptocurrencies. Are they acceptable in the country where the merchant is based and if they 

are regulated? 

• Check if the merchant has high number of negative reviews on complaint boards such as the Better 

Business Bureau, Google and/or Yelp or conversely an abundance of suspiciously positive reviews.  

• Check if the merchant checkout page redirects to a different website. 

• Check the merchant website if it tries to sell any other new products which does not relate to the 

merchant nature of business – Eg: An online merchant selling household goods tries to enter online 

pharmacy business. 

• Screen to identify if the merchant and its beneficial owners were part of a terminated merchants list 

or had been refused a merchant account by any other institution. 

• Conduct ongoing real time monitoring of the merchant transactions and compare with the previous 

historical transactions to identify unusual behaviour – sudden high value transactions and sudden 

spike in the transaction volume. 

• Perform peer group analysis by comparing merchant transactions to those which belong to the same 

MCC code. This kind of analysis is effective to identify the pricing of the services /products between 

merchants and an idea of comparing revenues /sales within a period of the same merchants will show 

a trend if a particular merchant is trying to post a very high transactions/sales compared to merchants 

within the group. 

• Comparing the amount of refund transactions happening with merchant, if the refund rate is high 

compared with the overall transaction rate with the merchant? Are the refunds made to the same 

card holder? If the trend keeps repeating, it indicates collusion of merchant with the card holder. 

• Identify patterns using real time monitoring system like a merchant receiving money from the same 

card holder over a period of time, merchants who have been dormant for a period of time and have 

suddenly resurfaced and begin accepting transactions, Merchant sites need to track the time of 

payment for the orders placed to identify unusual hours of order placements by customers which can 

also be indicative to money laundering. 

• Real time monitoring system needs to be capable of behavioural analysis to identify sudden changes 

in the merchant transactions. Eg: A product purchased multiple times from the same merchant and 

customers not showing interest in any other product sold by the merchant. 
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7. SOLUTIONS FOR COMBATING TL 

 

The Merchant Acquirers and Payment Service Providers must have a robust AML policy for merchant profiling 

which is in line with the CDD policies of regular banks. The Merchant Acquirers and Payment Service Providers 

must assign risk rating for merchants as a part of a Risk Based Approach to include regular KYC and adopt 

ongoing real time monitoring of merchant transactions. 

There are various solutions available in the market, which offer effective monitoring techniques to combat 

merchant-based money laundering. Combination of technology and human analysis should be employed to 

effectively mitigate the risk of criminals abusing the payment network.  

 

Behavioural Analytics Based System: 

Napier uses AI and Machine learning algorithms to provide scoring for rule-based scenarios. The system 

intelligently scores alerts triggered; this can be used for identifying merchants with unusual activity.  

The system can be easily adapted to changing regulations and new rules/scenarios can be created and tested 

in the sandbox environment. The system provides a graphical user interface for creating rules.  It provides a 

customer centric view of a client which is fully automated. The system can be used for real time monitoring of 

transactions and can be easily integrated with AML and KYC systems.  

Refer url:( https://www.napier.ai/transaction-monitoring)  

Zeroscore-Transaction laundering detection service is a solution that will work without being tightly integrated 

with the acquirer or payment facilitator and seamlessly detect transaction laundering. It monitors use of 

behaviour and traffic flow together when passed through highly developed algorithms alerts the acquirer and 

payment service provider of possible transaction laundering in real time.  url:( http://zeroscore.com/) 

 

Web Analytics Based System: 

 

Austreme is also a transaction laundering technology provider which is acknowledged by the Hong Kong 

Institute of Bankers. The company offers Siteinspect web content monitoring and Marketplace content 

monitoring which is based on web-based analytics to identify transaction laundering using e-commerce 

merchants. url:( http://www.austreme.com/en/) 

EverCompliant offers a cyber intelligence tool to stop transaction laundering. Their system MerchantView 

detects and prevents transaction and money laundering activities from entering the online merchant payment 

system. The system uses web-based analytics to detect hidden websites and other illegal activity. 

https://www.napier.ai/transaction-monitoring
http://zeroscore.com/
http://www.austreme.com/en/
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MerchantView instantly detects whether a merchant is involved in illegal online activity or fraud. url:( 

https://evercompliant.com/) 

There are some merchant category codes where transaction laundering can be more easily combined with the 

genuine transactions as these are more card intensive and attract more transactions than other merchant 

category codes. The top 10 MCC codes according to Evercompliant which are more prone to transaction 

laundering attacks are – 

 

1. Book Stores 

2. Food Stores 

3. Convenience Stores 

4. Markets 

5. Household Appliance Stores 

6. Men’s and Boy’s Clothing 

7. Accessories Stores 

8. Variety Stores 

9. Cosmetic Stores 

10. Gift, Card, Novelty, and Souvenir Shops 

 

Depending on the risk of the client portfolio, a Merchant Acquirer or Payment Service Provider can choose 

between a Web-Analytics Based System or a Behaviour-Analytics Based System. However, it is always ideal 

that technology is applied to create a database of alerted merchants and to effectively analyse the merchant 

behaviour and is used for identifying patterns to create customer models – Eg: A customer model based on 

profile, activity and relationships. This could then be used for identifying suspicious activities and merchant 

abuse by criminals. 

 

8. CONCLUSION 

 
Methods of money laundering and terrorist financing have continued to evolve in response to changes in 

technology and payment solutions. According to FATF, the electronic, online and global payments pose a great 

threat since digital currency provide anonymity and values can be transferred globally. As per the FATF 2015 

Emerging Terrorist Financing-Risks has stated that the identification of risk factors differs significantly from 

one new payment product or service to another depending on functionality.   

 

https://evercompliant.com/
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The FATF 2013 Guidance for a Risk Based Approach for Prepaid Cards, Mobile Payments and Internet-Based 

Payment Services highlights the risks factors with Internet Based Payment Services and Mobile Payments as: 

 

• Non-Face to Face Relationships and Anonymity – New Payment Products and Services (NPPS) such as 

Internet Based Payments and Mobile Payments allow Non-Face to Face Business Relationships. These 

NPPS can be used to quickly move funds around the world, to make purchases and access cash through 

ATM Network. There is difficulty to trace funds and increased chance of fraud since there is no 

adequate customer identification and verification. 

• Global Reach – NPPS offer payment services to transfer funds globally. In addition, NPPS providers 

located in one jurisdiction can provide payment services to customers located in a different 

jurisdiction where they may be subjected to weak AML/CFT controls. 

• Methods of Funding – The methods by which a NPPS can be funded impacts the ML/TF risk posed. 

Internet Based Payment Services allow third party funding from anonymous sources and may also 

accept virtual currencies. 

• Segmentation of Services -A large number of parties involved in the provision of NPPS and they are 

spread across several countries which increases the ML/TF risk due to potential of segmentation. 

Some of the entities in the NPPS may not be subject to effective AML/CFT controls. 

 

The regulations and systems surrounding the payment industry are more focussed today on fraud using credit 

cards and prepaid cards and they still need to shift focus on money laundering using these payment methods.  

In the last few years, more fintech companies have started to operate in the payments sector replacing the 

traditional banks. The concept of Open Banking and involvement of non-banking companies have increased 

competition in this sector. The increase in services comes with an increase in the money laundering risk. 

As per the FATF Recommendation 15, there is a need for risk assessment for new technologies in the payment 

space: 

‘Countries and financial institutions should identify and assess the money laundering or terrorist financing risks 

that may arise in relation to (a) the development of new products and new business practices, including new 

delivery mechanisms, and (b) the use of new or developing technologies for both new and pre-existing 

products. In the case of financial institutions, such a risk assessment should take place prior to the launch of 

the new products, business practices or the use of new or developing technologies. They should take 

appropriate measures to manage and mitigate those risks’ 

In this grim scenario detection of Transaction Laundering assumes significance. Innovative technology for 

combating the twin evils of money laundering and transaction laundering is the need of the hour. With the 
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right blend of Risk Mitigation Techniques and other solutions spelled out, these can be prevented from 

reaching a diabolical stage. 
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