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The payment industry has seen explosive growth in recent years. The advent of card-
less payment has increased the need for technology and reduced the demand for 
cash, with predictions of only one in ten transactions being made by cash by 2030. 
Over the past 10 years, this need has been filled by Payment Service Providers 
(PSPs).

The payment industry is a multi-trillion dollar business and has shown consistent 
growth over the past 15 years, with experts predicting a growth of a further trillion dol-
lars over the next three years.

PSPs emerged during the internet boom of the late 1990s and early 2000s. Early 
players such as Alipay and PayPal established China and the USA as the global cen-
tres for these technologies. However, in recent years and with the huge increase in 
mobile technology and other growth industries such as iGaming, the PSP market has 
turned into a truly global industry and is showing exceptional growth in European 
jurisdictions such as Malta and Estonia.

INTRODUCTION
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With this growth underpinning a finan-
cial system, there is always going to 
be risk. When there is risk, there are 
opportunities for criminals who will 
find ways to exploit the system for 
financial gain - this has resulted in 
money laundering being one of the 
biggest concerns for the PSP industry.

  1. https://www.bbc.co.uk/news/business-48544695
  2. https://mck.co/34Wbfk1
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A PSP is a technological service provider that enables online or physical businesses 
and platforms to accept or facilitate payments from consumers and intermediaries.  
This enables merchants and other online platforms to be connected to the wider 
financial ecosystem by providing access to the credit/debit card system and other 
means of payment.

PSPs are an attractive means of payment as they are able to bring all parties 
involved in a transaction seamlessly together and deliver a simple, controlled and 
effective payment experience for merchants and their customers because they are 
able to process payments quickly and securely. 

Most people are probably not aware that they are using a PSP to make a payment 
to a merchant. This is because PSPs often sit silently under a larger brand of an 
online retailer’s payment platform or enable the payments of well-known mobile 
banks.

WHAT ARE PSPs?

The PSP industry is 
experiencing significant 
transformation and 
growth because of an 
evolution in technology 
and entertainment, such 
as online gaming, as 
well as changes in con-
sumer behaviour. 
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ANATOMY OF THE PSP MARKET

In short, the size of the PSP industry is colossal. 
According to analysis by JP Morgan, and taking 
the UK as a single case study, the UK ecom-
merce market in 2019 was valued at €178.5bil-
lion with the mobile ecommerce market standing 
at €91billion. In the UK, internet market penetra-
tion is reported to be 94.71%. The figures are 
impressive and most of the related transactions 
rely on PSPs to enable the payments. 

In comparison, internet sales in the USA only 
account for 16.0% of total retail sales but accord-
ing to recent Department of Commerce quarterly 
ecommerce figures, this still represented 
$601.75 billion (or €557.96 billion) of payments – 
which amounted to a 12.95% year-on-year 
growth from 2018. It is fair to assume that the 
value and growth of the US PSP market would be 
aligned to the growth of ecommerce, as it is this 
industry that enables the transactions.

UK e-commerce market

Total Value - €178.5 billion

Mobile Market - €91 billion

Internet Market - 94.71%

US e-commerce market

Total Value - $601.75 billion

Internet Market - 16.0%

It is not just the retail sector that has played a key part in the growth of the PSP 
industry. The iGaming industry has a huge global reach with a market 
value estimated to grow to $94.4billion by 2024  and a realistic market 
growth rate hitting $1trillion by 2029. Additionally, as mentioned, PSPs under-
pin transactions relating to the online gaming industry. 
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  3. https://www.jpmorgan.com/merchant-services/insights/reports/united-kingdom
  4. https://www.census.gov/retail/index.html
  5. https://www.statista.com



REGULATION OF PSPs

With more governments across the world starting to regulate the iGaming industry, 
PSPs must improve their money laundering controls within this market. For exam-
ple, the UK gaming regulator, the Gambling Commission, has already started issu-
ing substantial fines to gaming firms in relation to anti-money laundering failings, 
such as the £13m fine levied on Caesars Entertainment in April 2020   – transactions 
relating to these failings must have been facilitated by PSPs given they enable iGa-
ming firms to make and accept payments.

In line with the growth of the payment industry, PSPs have been subject to increas-
ingly robust regulation by governments around the world. 

The Financial Action Task Force (FATF), an intergovernmental organisation that 
designs and promotes policies and standards to combat financial crime, produced a 
report in October 2010 “Money Laundering Using New Payment Methods”. The 
report was essentially a public/private enterprise and looked at 33 case studies, 
which mainly involved prepaid cards and internet payments. The authors of the  
research looked at three different typologies within the payment industry, which 
were assessed to be the most likely to be used for money laundering – these were 
third party funding, exploitation of the non-face-to-face nature of these accounts and 
the complicity of providers or their employees. Whilst the report is now outdated 
against today’s market, it did form the cornerstone of current regulation of PSPs. 

In 2010, the FATF said that the money laundering risks posed by these new pay-
ment methods can be effectively mitigated by countermeasures taken by the service 
providers – by firms increasing governance and controls in relation to money laun-
dering. The report also reaffirmed the importance of FATF Recommendation 23 and 
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  6. https://www.fatf-gafi.org/media/fatf/documents/reports/ML%20using%20New%20Payment%20Methods.pdf



Special Recommendation VI (the need for designation of competent authorities to 
regulate financial sectors) to protect payment providers from being used to launder 
money. This resulted in international regulations being revised.

The effect of the report can be seen in the European Union (EU) Fourth Money 
Laundering Directive [Directive (EU) 2015/849] – (4MLD) which brought in addition-
al requirements for PSPs. This was further enhanced by the EU Fifth Money Laun-
dering Directive [Directive (EU) 2018/843] (5MLD) in 2020, which amended 4MLD in 
line with the changes being seen within the payment industry.

The revised Payment Services Directive [Directive (EU) 2015/2366] 
(PSD2), which replaced the Payment Services Directive brought 
increased regulatory scrutiny and control across the EU with which 
all PSPs must comply, as well as prudential requirements for enter-
ing the market.

The UK Government created the Payment Systems Regulator (PSR) through the 
Financial Services (Banking Reform) Act 2013 "to promote competition and innova-
tion in payment systems, and ensure they work in the interests of the organisations 
and people that use them"  – many other countries followed suit in increasing regula-
tory supervision and focus for the payment industry. The PSR was operational from 
2015.

With all this regulatory focus on the emerging market of the PSPs, 
the threat of money laundering in the sector is being taken very seri-
ously by governments and law enforcement.  
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So what are the main risk factors?



The nature and level of risk a PSP will be exposed to in relation to money laundering  
will be directly correlated to the nature of the markets and businesses it services. 
There are, however, a few generic risk factors which PSPs must consider when 
assessing their money laundering risks.

The money laundering risks associated with PSPs will be more prevalent if there are 
no geographical restrictions or limitations on the markets which the platform servic-
es. 

MONEY LAUNDERING RISKS ASSOCIATED WITH 
PAYMENT SERVICE PROVIDERS

Risk Factors

Lack of effective auditing

Ability for customers to transfer funds domestically and internationally

Inability to aggregate and identify multiple transactions or an ineffective 
monitoring programme

High-risk jurisdictions

Countries with lax or ineffective AML regulations 

Limited ability to restrict or control the activities of their customers and 
merchants
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Other factors, which will expose the PSP to higher risks of money laundering, 
include a lack of effective auditing, the ability for customers to transfer funds domes-
tically and internationally, an inability to aggregate and identify multiple transactions 
or an ineffective monitoring programme.  PSPs, which facilitate high volume and 
intensive payments, such as those associated with the iGaming industry, will also be 
at higher risk of facilitating money laundering.

These risks can be managed or reduced by a PSP if they have effective controls.

PSPs that have limited ability to restrict or control the activities of 
their customers and merchants, as well as allowing high-frequency 
usage, increase the risk of being used to facilitate illicit activity. It will 
be difficult to identify suspicious activity as criminals may conceal 
low volumes of illegal payments behind high volumes of legitimate 
activity. Therefore, if a PSP does not have restrictions on the nature 
or location of transactions or limits relating to frequency of payment 
or reloadability (if applicable), then it will be at a greater risk of facili-
tating money laundering and other financial crime.

If the PSP facilitates payments and transactions in jurisdictions that are considered 
as high risk from a money laundering perspective, or in countries with lax or ineffec-
tive AML regulations and supervision, then the PSP is at far greater risk of facilitating 
money laundering, which may result in severe regulatory and financial penalties. 
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Placing restrictions on geographical or 
cross-border payments, or limiting usage 
to a single geographical location, will 
reduce the risk of facilitating money laun-
dering. Should the PSP have a consid-
ered exposure to a jurisdiction known to 
have a higher risk of financial crime or 
corruption, such as certain geographies 
within the iGaming market, then restrict-
ing values and volumes of transactions 
will decrease this risk.  It is worth consid-
ering that whilst this approach may 
reduce the risk of money laundering, it is 
likely to have a lesser impact on reduc-
ing the sanctions risk.

HOW TO MITIGATE THE RISKS OF MONEY 
LAUNDERING

Whilst the risks PSPs face from money laundering are vast, there are ways well 
governed platforms can mitigate these risks. 

Having controls in place which limit or review the locations which funds can be 
deposited from or withdrawn to will have a significant impact on reducing the 
money laundering risk for a PSP. 

Page 10



REGULATORY APPROACH
Financial regulators within the EU and throughout the G-20 are taking a similar 
approach to regulating PSPs. The expectation is for these firms to comply with strict 
requirements to deter money laundering and other financial crime with penalties for 
failures resulting in significant fines and revocation of licences.

Given the PSP market is evolving rapidly, the approach by regulators to anti-money 
laundering is likely to be more fluid than that taken towards banks and other finan-
cial institutions. For example, the Danish Financial Supervisory Authority has shown

An emerging market, which PSPs have been entering, is facilitating payments for 
one-off events such as major sporting events or festivals. The closed market within 
which the user and merchant is contained will heavily reduce the risk of money laun-
dering. The ability to control who can enter the system and where funds can be 
transferred to is key and limitations can be easily placed on the number of mer-
chants within the market. This model will also offer the customer and the merchant 
a positive user experience as payments and transactions will be uniform in their 
nature.

Knowing the source of funds of a customer or merchant using a PSP will 
reduce the risk of money laundering. Having the assurance that funds are 
being transferred from an existing and verified account held by a recog-
nised financial institution, which is subject to a country risk assessment, 
will reduce (but not remove) the risk of money laundering as these institu-
tions are well regulated and should have effective financial crime controls 
in place.
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concern that criminals are able to hide illicit payments as the processing behind 
each payment is becoming so complex. This has led to the decision by the Danish 
regulator to focus on the payment industry to ensure regulation can evolve in line 
with the industry.

Regulators expect PSPs to have clear governance structures in place to ensure 
responsibility for compliance to money laundering regulations and that appropriate 
systems and controls are in place. In line with money laundering regulations, PSPs 
must have clear policies and procedures in place to detect suspicious activity and 
identify potential money laundering activity.  Those procedures should include cus-
tomer due diligence checks and on-going monitoring controls such as transaction 
monitoring and the ability to identify and report suspicious transactions. 

Effective customer and country risk 
assessments must be in place to 
ensure enhanced due diligence can 
be undertaken in higher risk scenari-
os if the expectations of regulators 
are to be met. Record-keeping, moni-
toring of the compliance programme 
and ensuring a high level of internal 
staff awareness of money laundering 
requirements by developing an ongo-
ing training programme will all be 
essential in establishing effective and 
robust anti-money laundering controls 
as well as meeting the expectations of 
the regulator.
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Many PSPs have operational and technology divisions located within higher risk 
jurisdictions. Regulatory expectations are that any branches or subsidiaries 
must comply with the applicable money laundering regulations where the 
company is headquartered, despite conduct regulations being local. Due to 
their nature, PSPs are highly likely to use agents in the delivery of their business and 
their regulatory operational controls including customer due diligence.  When 
agents are based in another country, the PSP must ensure the anti-money 
laundering systems and controls comply with applicable local legislation and 
regulation.

The punishment for falling short of AML regulatory requirements for PSPs is severe 
and the risks are high. It is essential for PSPs to have an effective AML framework 
of systems and controls as well as the correct level of oversight and resources to 
protect from being used by criminals to launder money.  The PSP should also 

KEY ELEMENTS OF AN EFFECTIVE AML FRAMEWORK 
FOR PSPs

Whilst the use of agents is widespread and is likely to increase, the PSP 
cannot outsource its regulatory risk. Any failings by an agent will result in 
the PSP being responsible for the failure, which may result in regulatory 
and financial penalties. 

There are specific regulatory requirements that have a greater bearing on PSPs 
given the nature of their business. These include the need to record certain details 
of the payee and the payer, including the size and currency of the transaction, the 
exchange rate, details of the charge and the value of the transaction. If this informa-
tion is not available then the PSP should reject the payment.
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Like other financial institutions, customer due diligence is 
vital to an effective AML framework. A main challenge for a 
PSP is to obtain sufficient information on the custom-
er/merchant in a virtual medium in order to assess the risk 
effectively. This is made easier by the advancements in 
document verification technologies and in artificial intelli-
gence relating to adverse media searches. Whilst customer 
due diligence can be burdensome it does allow for PSPs to 
bring on new business safely and effectively whilst main-
taining their regulatory obligations.

It is essential that the compliance function is a key stake-
holder in the development of the technology that underpins 
the PSP and that there is board level buy-in. Many firms 
have failed because the main focus has been on technolo-
gy with compliance requirements and considerations not 
being effectively built into the system. Equally, the compli-
ance function must fully understand the structure and capa-
bilities of the technology in order to be able to identify and 
mitigate money laundering and broader financial crime 
risks. It is also vital that the compliance function within the 
PSP is able to evolve with the technology in order for the 
firm to remain competitive.

Customer 
Due Diligence

Compliance
Function

ensure that its AML framework is suitably aligned to the risks specific to the particu-
lar business, customers and merchants.
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Given the nature of the business PSPs offer, transaction 
monitoring is a vital part of an effective AML framework, and 
it should be done in real time. Transaction monitoring sys-
tems should be developed and evolved in line with the 
growth of the business as well as in line with the industries 
they service – as industries evolve so will the risks. It is 
important for transaction monitoring systems and capabili-
ties to be responsive.

Transaction 
Monitoring

The growth of the PSP market and the technology that underpins them has been 
impressive but new markets and new technologies bring with them new risks and 
new opportunities, which criminals have and will exploit. 

Countries and intergovernmental bodies have been working together to find ways to 
mitigate this risk by bringing in new regulation, which focuses on PSPs and makes 
them accountable for not doing enough to identify and tackle financial crime. This 
accountability is being driven not only by new and evolving regulations at an EU 
level in Europe but also with increased focus at governmental levels, with many 
countries establishing new regulatory bodies to regulate the payment industry. 

PSPs must establish effective compliance programmes and effective AML govern-
ance frameworks if they are going to achieve regulatory compliance as well as pro-
tecting their firm from illicit activity. A key element in achieving this is for compliance 
departments and technology developers to work in unison to develop a quality plat-
form, which will generate profit and market share, but one that also has compliance 
and risk controls at its core to ensure the PSP will be at a reduced risk of being used 
by money launderers.

CONCLUSION
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A major financial institution wanted to terminate the banking facility it provided to the 
PSP due to concerns with the firm’s AML governance framework and lack of effec-
tive transaction monitoring controls.

CASE STUDY

Review of the firm’s AML & financial crime governance framework 
Assessment of the framework against current regulations and the risks associat-
ed with the PSP’s business
Review of the financial institution’s expectations in relation to its PSP customers
Management of the financial institution’s expectations to ensure they are aligned 
to the PSP’s business and risk
Augmentation of the PSP’s AML framework including board level risk appetite 
statement, establishment of a financial crime risk committee, enhanced policies 
and procedures
Introduction of a new transaction monitoring system and processing with 
increased use of artificial intelligence

The Client
A major PSP with global reach.

The Callenge

The Solution
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-
-

-
-

-

Enhancement of the PSP’s AML framework and operational controls to 
identify and better protect the firm from potential financial crime
Close cooperation with the financial institution ensured the banking facility 
was maintained
Better compliance with regulatory requirements and expectations

The Outcome: 
-

-

-

-
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