
Lysis Innovations Lab



Overview

Lysis Financial operates an AML & CLM Innovations Lab from our City of London 
Operations Centre. 

Lysis Innovations Lab allows firms to carry out sandbox testing of real  
user cases to assist with the development of innovation relating  
to CLM, AML and KYC processes.

In our Innovations Lab we work with financial services firms, both  
buy-side and sell-side, and RegTech firms to identify, test and implement  
new innovations with an objective of streamlining and lowering the costs  
associated with AML and CLM processing.

We also publish reports which provide  
the financial service industry with details  
of the success of the technologies and  
innovations we have tested.

Distributed Ledger Technology

An Emerging Consensus on the Buy-Side

Publication Version 1.2

Dr Ian Hunt, Chris Mills

A Research-Based Report for Asset Managers, Service Providers and Vendors
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ARE YOUR ONES AND ZEROS ADDING UP? 

Your information is under constant threat of being lost or stolen. Your ICT 
Infrastructures risk being taken offline or, worse still, taken over. Such 
incidents are happening in 92% of large organisations - if this does not yet 
include yours, chances are it very soon will. Cyber security is not simply a 
technical issue, it is a strategic issue that must be owned by the Board and 
senior executive team. 

Failure to develop the right cyber security capabilities, processes and culture 
in your organisation puts at risk your brand value, competitive advantage, 
productivity and revenue streams, as well as opening you up to direct financial 
losses, including fines, litigation costs, and increased insurance premiums. 
Developing the right cyber security strategy not only enables organisations to 
effectively mitigate the ever increasing and changing set of cyber risks but sets 
the framework for turning cyber security into a competitive advantage. Having 
the right cyber security strategy alone is not enough; organisations must 
develop the capability to manage the risk and execute the strategy.  

Lysis financial has an expert governance, risk and compliance team. Our 
specialists have first-hand knowledge of cyber risk and information strategy 
management. 

Our cyber focused, diagnostic health check measures your readiness against 
the supervisory risk assessment model with particular focus on not just if you 
measure up, but also how you present your firm’s capability and readiness to 
your supervisor.  

Taking Cyber Risk out of the Server 
Room and into The Boardroom 

What is CRIS? 
CRIS (Cyber Risk & Information Strategy) is a comprehensive cyber security 
solution designed to provide boards and senior executives with a holistic view 
of their organisational cyber security posture. 

Engineered by our specialists and developed in partnership with 
cyber security experts, CRIS provides you with a full spectrum 
risk and control framework. 

  

WHAT ARE THE RISKS 

Cyber security is number four of 
the five top global risks (Source: 

WEF Global Risk Report 2012) 

Business bears the brunt of the 
cost of cybercrime in the UK, 
losing £21bn per year as a result 
of attacks. (Source: Detica, 2011) 

The average total cost for a small 
organisation to respond to a 
single cyber incident is between 
£27.5k and £55k and for large 
organisations is £280k to £690k. 
(Source: PWC Report, 2011) 

62% of large organisations have 
been infected by a virus or 
malicious software. (Source: A 

Better Way to Battle Malware by Tim 
Laseter and Eric Johnson, 2011) 
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REGULATORY TUNE UP 
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HOW DO YOU MEASURE UP? 
As the Proactive Intervention Framework (PIF) establishes itself as the 
regulatory weapon of choice, combined with the businesses risk continuous 
assessment model and focus on the Senior Managers and Certification Regime 
(SMCR), we have turned our attentions to ensuring that our clients are 
prepared for their regulatory visit. 
Whether you are in the throes of a remediation program, section 166 or simply 
working to keep a clean slate, it has never been more important to review how 
you present yourself and your firm during a supervisory visit. It’s not just what 
you do, but also how this is structured and presented to demonstrate 
alignment with regulatory expectations. 
Lysis financial has an expert governance, risk and compliance team. Our 
specialists have first-hand knowledge of supervision and supervisory risk 
assessment. 

Our regulatory focused, diagnostic health check measures your readiness 
against the supervisory risk assessment model with particular focus on not just 
if you measure up, but also how you present your firm’s compliance to your 
supervisors. 

“The true cost of intervention wasn’t the skilled persons report, but the impact it had on BAU.” – COO, Interdealer Broker 
What to do in the event of a visit from the regulator The Prudential Regulation Authority and the Financial Conduct Authority 

(PRA & FCA) have been increasing their focus on financial services firms, and 
pressure is being felt by CEOs and senior management teams across all 
sectors. Some banks are already feeling the rigor of their supervisory 
approach, not only privately, but some rather more publicly. Section 166 and Enforcement actions are both up on last year; there 

are new powers to harness Parent companies who fetter the 
autonomy of their UK regulated subsidiaries; and the FCA has new 
Threshold Conditions and statutory powers. Judgement based 
supervision has taken shape and Compliance professionals are 
under more pressure.  

 

CHALLENGES 
Getting and staying ahead of the regulatory landscape is the constant battle risk and compliance managers face on a daily basis. 

Lysis Financial helps remove the unknown to equip you with the frameworks and structure to face regulatory challenge without concern. 

We deliver clearly defined, tangible results with a known duration and cost. 

 

 

 

 Harmonize your firm with the regulators 
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STAYING ON THE FRONT FOOT 

Regulatory supervision can quickly become intrusive oversight and then 

intervention. This always has an immense impact on a firm’s ability to carry 

out its business as usual, as senior management and key staff are removed 

from their daily jobs to respond to the demands of the regulator. 

Most banks will be aware of the regulators’ box of supervisory tools, especially 

the one described under section 166 of the Financial Services and Markets Act 

(FSMA 2000) that gives the FCA and PRA the power to commission reports 

by “Skilled Persons” in order to obtain an independent view of any aspect of a 

firm’s activities. Furthermore, this investigation is carried out at the expense 

of the firm, but on behalf of the regulator and almost always results in a 

comprehensive list of findings and requirements. 

With the costs of a section 166 spiraling (in 2013 they ranged from £33,795 to 

£3.0m per report) firms will 

want to do all they can to avoid losing control when the supervisor calls. 

“The true cost of intervention wasn’t the skilled persons report, 

but the impact it had on BAU.” – COO, Interdealer Broker 

Section 166 and Enforcement actions are both up on last year; there are 

new powers to harness parent companies who fetter the autonomy of their 

UK regulated subsidiaries; and the FCA has new Threshold Conditions and 

statutory powers. Judgement based supervision has taken shape and 

Compliance professionals are under more pressure. 
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Figure 1 Section 166 reports issued since 2013 

CHALLENGES Managing regulatory intervention 

and running a business at the same 

time is a difficult task and should not 

be underestimated. It’s crucial that you respond to a 

remediation request or s166 

Requirement Notice in a timely 

manner and that you liaise 

appropriately with the regulator 

during the course of the process. 

Getting the initial response right will 

determine: 
 Supervision going forward. 

 Whether enforcement action 

should be taken against the firm 

or individuals.  Whether a post s166 review 

should be conducted. 
BAU will suffer, but engaging the 

right help, up front will see you 

through this challenging time. 
 
 

 

Keep control when you’re under the microscope 

EFFECTIVECLIENT ON-BOARDING AND 

CLIENT LIFECYCLE MANAGEMENT

How a Managed Service will deliver significant benefits 

to small to medium-sized financial institutions

THE STAKES JUST GOT HIGHER



Sandboxing & Testing

There are many RegTech firms, large and small, that have developed and are 
continuing to develop innovations relating to AML & CLM processing; however, there 
is often a gap between the concept and the practical application of the software.

Financial services firms are continually 
trying to reduce cost and increase 
efficiency – these new technologies have 
the real potential of significantly reducing 
costs and increasing efficiencies.

In order to circumvent the often 
lengthy process of implementing these 
technologies into financial services firms, 
we invite firms into our Innovations Lab  
to test the software on a range  
of anonymised data.

We also invite RegTech firms into our 
Innovations Lab to demonstrate their 
solutions to both our AML & KYC SMEs 
and our clients.



Innovative Technology

Since the opening of our Innovations Lab in 2017, we have tested a range of 
innovative technology which has the potential to radically change the way AML & 
CLM processing requirements are managed.

We have mapped out in extreme detail the end-to-end CLM 
process. This map has enabled us to identify specific steps  
of the process that can benefit from the relevant innovations. 
We then identify and test new technologies that streamline  
specific requirements within the CLM workflow.

The technology we have been testing relating  
specifically to AML & CLM technology includes:

• Automation 
• Artificial Intelligence  
• Optical Character Recognition  
• Distributed Ledger Technology

Operational & Technological Strategies  

to Streamline CLM and KYC Processes  

and Generate Efficiencies



Our Innovations Lab is resourced by expert AML & KYC Subject Matter Experts, 
Technologists and Analysts who all have far-reaching practical experience within the 
financial service industry.

These consultants have the practical experience and knowledge to identify issues 
and measure the outcome of the technology we test.

All technology we test is carried out 
using anonymised data which allows us 
to gain a “real life” view on the benefits  
of innovation.

This approach also allows us to work with 
the technology firms to identify gaps in 
their products, which assists them to 
develop more effective solutions.

Expert Analysts & 
Anonymised Data

1 2 3

Clients



We have produced an AML Policy Blueprint which is based on the EU 4th  
Money Laundering Directive and UK Money Laundering Regulations 2017.

This policy underpins our testing to real requirements and ensures compliance  
to current regulatory requirements is maintained with innovative technology.

Additionally, we are also able to test technology to institution-specific  
AML Policies & Procedures.

AML Policy Blueprint

AML POLICY BLUEPRINT
AML POLICY BLUEPRINT



Current technology partners who we are working with in our Innovations Lab include:

If your firm would like to discuss being involved in our Innovations Lab please email: 
innovations@lysisfinancial.com

Technology Partners



Lysis Financial provides services across Governance, Risk and Compliance, 
including Section 166 remediation, enterprise-wide risk management 
frameworks, design of client on-boarding and anti-money laundering target 
operating models and compliance policies and procedures to global financial 
institutions and other financial services companies, regulated institutions 
and industries.

www.lysisfinancial.com
info@lysisfinancial.com 

Lysis Operations is an innovative AML and KYC service company which 
operates globally, serving major global investment banks, financial services 
institutions and other regulated industries, including estate agency 
businesses. We provide qualified and experienced teams from our City of 
London Operations Centre and we can also scale across New York, Frankfurt, 
Dublin and Edinburgh, where we have an operational presence. We deliver 
efficient and cost-effective KYC and AML processing, remediation and client 
on-boarding. Our ability to scale to meet our clients’ needs is matched by our 
proactive and highly responsive customer service.

 www.lysisoperations.com
info@lysisoperations.com 

Lysis Academy provides comprehensive AML, and Governance Risk and 
Compliance training via Public and Bespoke Courses to individuals and to 
banks, financial services firms and estate agencies. The Public Courses, 
which are classroom-based, take place at our City of London headquarters 
and run regularly throughout the year. Our Bespoke courses can be delivered 
in-house or in clients’ offices worldwide. Lysis Academy also collaborates 
with Cass Business School Executive Education to deliver the Cass Post-
Graduate Certificate In Anti-Money Laundering. 

www.lysisacademy.com
info@.lysisacademy.com

Expert Governance, Risk

& Compliance Consulting

AML & CLM Processing

by Professionals

AML, Governance, Risk

& Compliance Training

ACADEMY

For more information about Lysis Financial, Lysis Operations or Lysis Academy, please contact us on:

+44 (0) 845 658 0008 or email info@lysisfinancial.com

London: 125 Old Broad Street, London, EC2N 1AR, UK Tel: +44 845 658 0008

New York: 19 W34th Street, Suite 1018, New York, NY 10001, USA  Tel: +1 646 828 8264

Frankfurt: 1st Floor, An der Welle 4, Frankfurt am Main 60322, Germany  Tel: +49 69 75938410 

Dublin: Ground Floor, One Georges Quay Plaza, Dublin 2, Eire Tel: +353 1 9073297

Edinburgh: 9-10 St. Andrew Square, Edinburgh, EH2 2AF, UK Tel: +44 131 281 2131


